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1. Protect Guest Data

= Encrypt sensitive guest and payment data

= Limitaccess to reservation and POS systems

= Remove former employee accounts immediately

=  Enable Multi-Factor Authentication (MFA) on email and admin accounts
= Monitor unusual login or data access activity

2. Secure Your Network

= Segment guest Wi-Fi from internal business systems
= Replace outdated routers and networking equipment
= Update router and firewall firmware regularly

= Remove default passwords on all devices

= Disable unnecessary remote desktop access

3. Reduce Third-Party & Vendor Risk

= Require MFA for vendors accessing your systems

= Review payment processor security practices annually
= Limitvendor remote access privileges

=  Document emergency vendor contact information

= Askvendors about ransomware response procedures

4. Phishing Defense Checklist

= Pause before responding to urgent requests

= Verify payment or account changes via phone using known numbers
= Require dual approval for wire transfers

= Train seasonal/front desk staff on phishing risks

= Establish a clear 'Report Suspicious Email' process

= Encourage reporting without blame to reduce damage quickly
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5. Malware & Ransomware Defense

= Keep POS systems patched and updated

= |nstall endpoint detection or antivirus protection

= Restrict software installation permissions

=  Maintain daily backups

= Keep at least one offline backup copy

= Test system restoration quarterly

= Document anincident response plan before an attack occurs

Incident Response Basics

= Disconnect affected systems from the network immediately

= Contactyour IT provider and cyber insurance carrier

= Preserve logs and forensic evidence

= Reportincidents to appropriate authorities

= Do notrush into ransom payment decisions without expert guidance

Trusted Cybersecurity Resources

= CISA (Cybersecurity & Infrastructure Security Agency) — https://www.cisa.gov

= CISA Stop.Think.Connect. Campaign - https://www.cisa.gov/stopthinkconnect

=  FTC Small Business Cybersecurity — https://www.ftc.gov/business-guidance/small-businesses

= NIST Small Business Cybersecurity Corner — https://www.nist.gov/itl/smallbusinesscyber

= NIST Cybersecurity Framework (CSF) — https://www.nist.gov/cyberframework

= FBlInternet Crime Complaint Center (IC3) — https://www.ic3.gov

=  FBI Cyber Division - https://www.fbi.gov/investigate/cyber

= Center for Internet Security (CIS Controls) — https://www.cisecurity.org/controls

= MS-ISAC (Multi-State Information Sharing & Analysis Center) — https://www.cisecurity.org/ms-isac

= National Cyber Security Alliance - https://staysafeonline.org

= PCI Security Standards Council — https://www.pcisecuritystandards.org

=  U.S.Small Business Administration Cybersecurity Guide — https://www.sba.gov/business-
guide/manage-your-business/strengthen-your-cybersecurity

= Department of Homeland Security Cyber Resource Hub — https://www.dhs.gov/topic/cybersecurity

GraceSoft | Easy Innkeeping PMS
Security-Focused Hospitality Technology for Independent Lodging

Gideon Stanley | CEO |GraceSoft | www.gracesoft.com | gideon@gracesoft.com | 713-981-5300
Dr. Johanna Jacob, PhD | Cybersecurity Expert | Professor | Trinity University |Director, GraceSoft

Request a Security-Focused PMS Review Today!
Visit: www.gracesoft.com/livedemo


http://www.gracesoft.com/
mailto:gideon@gracesoft.com
http://www.gracesoft.com/livedemo

